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Abstract

The exponential growth of digital content has led to increased storage demands,
resulting in inefficiencies due to the storage of redundant and duplicated data. To address this
challenge, we propose a Blockchain-Driven Version Control System leveraging Hyperledger
Fabric to perform Content Similarity Detection and Data Deduplication. The system
integrates a blockchain framework to enhance data integrity, version tracking, and security
while maximizing storage efficiency. By utilizing Hyperledger Fabric, a permissioned
blockchain platform ensures robust privacy controls, reduces operational costs through the
elimination of transaction fees, and provides high throughput for real-time data processing.
This approach not only minimizes storage requirements but also secures content history via
an immutable ledger, offering an efficient and scalable solution for enterprises facing
growing data management challenges. Through content similarity detection, the system
identifies and consolidates near-duplicate content, while the deduplication process ensures
only unique data is stored. The solution demonstrates significant improvements in storage
optimization, data security, and operational performance, making it ideal for organizations
prioritizing efficient storage utilization and data governance.

Keywords: Blockchain, Hyperledger Fabric, Content Similarity Detection, Data
Deduplication, Data Integrity, Storage Efficiency and Version Control.

1. Introduction

With the unpredicted growth of digital data across diverse domains, including social
media, e-commerce, healthcare, and scientific research, has led to many challenges in storage
and data management [1]. Traditional methods of storing data often result in redundancy,
consuming valuable storage resources and increasing operational costs. With his result in
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enterprises are facing challenges in managing and storing large volumes of redundant
information. Often, users store multiple copies or near-identical versions of the same files,
leading to wastage of storage resources [2]. The problem is compounded by inefficient data
management practices that fail to address these redundancies. In this paper, we propose a
Blockchain-Driven Version Control System leveraging Hyperledger Fabric that incorporates
content similarity detection and deduplication to optimize storage and ensure secure
versioning [3].

Blockchain technology offers a promising solution by ensuring data transparency,
immutability, and security. In this system, blockchain ensures the secure tracking of data
changes, while deduplication techniques eliminate redundancies. The integration of
Hyperledger Fabric, a permissioned blockchain platform, adds a layer of security, privacy,
and efficiency to the deduplication process [4]. Versioning and Backup Deduplication also
aids in efficient versioning and backup processes. Instead of storing multiple versions of the
same file, only the unique changes are saved, further reducing storage overhead [5].

Content similarity detection and deduplication offer promising solutions to address these
challenges by identifying duplicate or similar content and optimizing storage efficiency. This
paper presents a detailed exploration of content similarity detection and deduplication for
enhancing storage efficiency [6].Content Similarity Detection algorithms analyze the
similarity between data objects, such as files or documents, to identify duplicate or near-
duplicate content. It is essential to utilize techniques such as hashing, fingerprinting, and
similarity metrics to quantify the resemblance between data objects [7]. The content
similarity detection techniques are used to compare content against existing data in the
storage system. This can be text, images, videos or any type of data. Deduplication
algorithms ensure that only one copy of each unique piece of content is stored. Redundant
copies are replaced with references or pointers to the original content [8]. Deduplication is
the process of eliminating redundant data by storing only one instance of each unique data
segment. Deduplication techniques can operate at various levels, including file-level, block-
level, and content-aware deduplication, depending on the granularity of duplicate
identification [9].

Data Integrity is ensured through Blockchain enabled Content Similarity and deduplication
technique ensures data integrity by maintaining checksums or hashes of unique content. This
allows the system to verify the integrity of stored data and detect any potential corruption.
The essential of Blockchain enabled content similarity detection and deduplication provides
Storage optimization and performance improvement by eliminating duplicate content, storage
space is conserved, leading to significant savings in storage costs. This optimization is
particularly beneficial in scenarios where multiple copies of the same data are stored across
different users or systems [10].Reduced storage requirements lead to improved data access
and transfer speeds since less data needs to be processed and transferred across the network
which automatically improves the performance.

www.JNxtGenTech.com 2


http://www.jnxtgentech.com/

{f‘ﬁ!

Q Journal of Next Generation Technology(ISSN: 2583-021X)

Vol. 5, Issue 3, May 2025

A. Primary Objectives / Highlights of this paper

The main objectives of the proposed system are to leverage blockchain technology to
Optimize storage efficiency, automate deduplication processes, ensure data integrity, enhance
security and promote Transparency and Auditability which facilitates scalability, and
evaluate performance and efficiency. These objectives collectively aim to address the
challenges associated with traditional deduplication methods and provide a robust solution
for optimizing storage resources in data management systems.

Objectives
The primary objectives of this paper include:

1. Implementing blockchain technology to enhance data security and transparency in
version control systems.

2. Optimizing storage efficiency through content similarity detection and deduplication
techniques.

3. Reducing data redundancy by utilizing blockchain for secure, verifiable record-
keeping.

4. Enhancing scalability and adaptability of the system to various storage environments
(cloud, local servers, hybrid solutions).

Organization of this paper, Section 2 provides related work and outlining key proposals and
their features. In Section 3, elaborates the architecture of the proposed system. This section
deeply describes the core process of content similarity detection, deduplication and the
integration of Blockchain. Section 4 describes the implementation aspect of the proposed
system, Section 5 presents outputs and experimental results of the proposed system on
standard hardware. In Section 6, the performance evaluation of the proposed system is
provided. Additionally, this section includes a comparative analysis of the efficiency of the
technique in relation to existing protocols. The Conclusions of this paper are drawn in Sect. 7.

II. Related Work

In this section, we discuss about existing literature of content similarity detection and data
deduplication with the importance of Blockchain-based data deduplication. Numerous
techniques have been proposed for traditional compression and data deduplication and
content similarity detection. Traditional methods such as hashing MDS5, SHA-256 have been
widely used to identify exact duplicates of files. Content-Based Deduplication(CBD) and
Delta Compression are other popular techniques that detect similarities between files and
store only the differences.
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Existing version control systems such as Git and SVN focus primarily on tracking changes
and maintaining file integrity. However, they lack mechanisms for identifying and removing
redundant data at scale. Traditional deduplication techniques, while effective, often fail to
integrate seamlessly with VCS systems or provide a secure means of ensuring data
traceability and auditability. Blockchain, specifically permissioned systems like Hyperledger
Fabric, provides a distributed ledger that can track each transaction (or version) while
maintaining a high level of security and transparency. Recent studies have explored the
potential of blockchain for managing digital rights, file storage, and data auditing, but there is
limited research on using blockchain for VCS with integrated deduplication. Wang Y and Xu,
J, Tang H et al. 2021developed a Machine Learning based Novel Content Similarity
Detection Method for Data Deduplication in Cloud Storage. In 2022, Yang, Y., Li, X., Zhang
introduced a novel approach for Content Similarity Detection and Deduplication in Big Data
Storage Systems. Authors have utilized Minhashing algorithms for maintaining the accuracy.
Sharma S, & Choudhary A, 2022, review article on Enhancing Storage Efficiency through
Content Similarity Detection and Deduplication discussed the importance of Hashing
algorithms in deduplication.

In 2022, Zhang, W., Liu, S., Chen presented an Efficient Content Similarity Detection Using
Machine Learning Techniques for Data Deduplication in Edge Computing. Ryan, Hyoteak et
al. 2017, developed an Accelerating Content-Defined Chunking for Data De-duplication
Based on Speculative Jump. In this proposal authors have introduced the technique called
Hashing and Data chunking but Limited to file types with known signatures.
UsharaniChelladurai et al. (2018) proposed a block chain based smart healthcare system
called smart health card using blockchain technology. Author has discussed the importance of
integration of different healthcare stake holders to maintain the interoperability between
healthcare service providers. UsharaniChelladurai et al. (2019) designed a new model for
Health Information Exchanges. In this model, author has introduced several workflows in the
healthcare environment using blockchain technology to enhance integrity and consistency of
EHRs in HIE. This workflow includes accessing and managing a large amount of medical
data in a seamless manner. . Authors addressed the issues of healthcare interoperability raised
by healthcare applications. UsharaniChelladurai et al. (2020) gave a comprehensive analysis
and wide applications of blockchain technology for the healthcare community. The author
delves into diverse wuse cases of blockchain within the healthcare context.
UsharaniChelladurai et al. (2021) published a block chain based patient centric e-health
system with EHR storage and integrity management. The author has thoroughly examined the
integration of various healthcare stakeholders and elucidated how blockchain technology
could empower patients to centrally control the sharing of healthcare data across established
providers. UsharaniChelladurai et al. (2022) designed a smart contract based EHR
automation system. Author has designed different smart contracts to enable automatic
transactions. However, a good number of research papers are found in the literature showing
the importance of deduplication only very few literatures is available on the design of a
Blockchain based content similarity detection and deduplication. Traditional mechanisms
such as compression and basic similarity detection are not sufficient for finding and removing
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the redundant files in Distributed Systems. Blockchain has emerged as a viable solution to
ensure data integrity and transparency in storage management. Ethereum and Hyperledger
Fabric are among the most widely used blockchain platforms, with the latter being preferred
for enterprise applications due to its permissioned nature. Recent studies have focused on
integrating blockchain with deduplication systems to ensure secure and traceable data
operations. Hence an attempt is made in this paper to propose an efficient space saving
technique combining blockchain with content similarity detection and deduplication for
enhancing storage efficiency in large-scale systems called Blockchain Driven Version
Control System for Efficient Storage Management.(aimed to remove the alarming buzz word
“Storage Space Running Out”).

III. Proposed System Architecture

In this section the architecture of the proposed Blockchain Driven Version Control System
for Efficient Storage Management is presented. In this novel approach, The proposed system
is based on Hyperledger Fabric and integrates content similarity detection with deduplication
to optimize storage usage. It consists of four main components namely 1. Blockchain Layer-
Hyper Ledger Fabric 2.Content Similarity Detection Engine 3. Deduplication Module and 4.
Version Control System. Figure 1 presents the Architecture of the proposed system and
shows the system components blockchain layer, content similarity engine, deduplication
module, and Version Control System and its interaction

~ CONTENT
SIMILLRITY
& DEDIL|CATION RYETEN
r-n-eooc&&\ DEDUPLIC.TION VErRsioNn CONTIONM

Figure 1. System Architecture of the Proposed System

A. Blockchain Layer with Hyperledger Fabric

Hyperledger Fabric operates on a permissioned network, meaning that only authorized
participants (organizations, users) can access the system. This ensures controlled access with
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sensitive data and operations like version control, content similarity detection and
deduplication remain secure and private. This layer ensures that every version change,
deduplication event, and similarity detection operation is securely recorded in a transparent
and immutable ledger. Hyperledger Fabric’s permissioned nature allows for controlled access
and ensures that only authorized entities can interact with the blockchain. Smart contracts are
designed to automate the deduplication process. The flow of execution and interaction of
each component in the Hyperledger Fabric of the proposed system is presented in figure 2.
ENDORSI

@Q‘@%}Q'@\‘g

ROBASACTION ‘

**< _ENDORSING PERES _ *° ENDo

: NT

i PRO so JONS o RE E
e NP :’/A/' N
22 S IE I P A1

: Z N < . N

' OOBEE‘E’ES:‘ <_H 3:‘0
8 > NG —

2. ENDORSEN \‘9’ .r."’1’ - ENBNSED
TRANSACTION ; TRANSACTIONS

TI0 TH;C:LENV it \To TI—: CLENT
[ g 2TV M IS
o (=]

BLOCKS
TO THE LEDGER

X
v
m
2
Z
®

Figure 2. Interaction of key components in Hyperledger Fabric.

In the proposed system Clients, Peers and Orderers are the participants. Each participant in
the blockchain network has a specific role. Figure 2 illustrates the interactions between the
client, endorsing peers, ordering service, and ledger in Hyperledger Fabric. Clients in the
proposed system responsible for initiating the transactions, such as creating a new file version
or triggering deduplication. Peers in the system responsible for Host the chain code (smart
contracts), validate transactions, and store data. The peers are responsible for ensuring the
consistency of the blockchain ledger. Orderers in the proposed system manages the
transaction ordering and consensus, ensuring that transactions are added to the blockchain in
the correct sequence.

B. Smart Contracts / Chaincode for Version Control and Deduplication

The proposed system facilitates seamless interactions by executing Smart contracts in
Hyperledger Fabric for version control and deduplication. In the Version Control Logic every
time the proposed system creates a new version of a file when the existing file is modified,
the smart contract records the event as a transaction. Each version is linked to a unique
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cryptographic hash, ensuring immutability. In the proposed system the Deduplication Logic
smart contracts a content similarity detection algorithm when a new data is uploaded. This
algorithm checking for the existence of duplicate blocks and files in the network. If the
system finds any match, the smart contract initiates the deduplication process, replacing
redundant data blocks with references (pointers) to the original data.

C. Transaction Flow in Hyperledger Fabric

The flow of transactions in the proposed Hyperledger Fabric follows four specific sequences
namely 1. Transaction Proposal: A client proposes a transaction for adding a new file version
to the peers that host the smart contract. 2. Transaction Endorsement: The peers simulate the
transaction and ensure that it conforms to the logic defined in the smart contract. In the
proposed system verifies that the file is already stored (for deduplication) or a new version. 3)
Transaction Ordering: The ordering service batches and orders endorsed transactions,
ensuring they follow a sequential and consistent order across all nodes. 4) Transaction
Commitment: The transactions are committed to the blockchain. Each peer updates its local
ledger to reflect the new file versions or deduplication events.

D. Immutable Ledger for Data Integrity

In the proposed system once a file version is added, it cannot be altered or deleted. Each
block in the chain contains a record of all transactions (file version changes, deduplication
events), making the system fully auditable. This is especially important for enterprise-level
version control systems where tracking changes and ensuring data integrity is crucial. The
proposed system supports secure, private channels for recording version changes. The
permissioned blockchain records: Version Changes: Each change made to a file is stored as a
transaction on the blockchain.

Deduplication Events: When redundant data is detected and removed, a record is created for
transparency and auditability. Data Integrity Checks: Using cryptographic hashes, the
Blockchain ensures that file versions remain unchanged and secure.

E. Consensus Mechanism

In the proposed system the Hyper ledger Fabric utilizes a more efficient Practical Byzantine
Fault Tolerance (PBFT) or Raft consensus algorithm. This consensus algorithm allows for
faster transaction processing and higher throughput, which is essential for a VCS system that
requires frequent updates and maintains data privacy and confidentiality without sacrificing
performance. The proposed Hyper ledger Fabric system achieves the data privacy and
confidentiality through two methods such as private data collections and channel-based
privacy mechanisms. In this implementation the Private Data Collections permits only
authorized peers can access sensitive data, ensuring confidentiality while still leveraging the
Blockchain for deduplication and version control. In the Channel-Based Privacy different
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organizations can maintain separate channels, allowing them to control access to specific data
sets, even within the same Blockchain network.

F. Content Similarity Detection Engine

To manage data redundancy effectively, the proposed system integrates a content similarity
detection engine within the smart contracts. The Content Similarity Detection Engine
calculates the similarity between files using hashing algorithms, Similarity Score Calculation
technique and Relevance percentage. The proposed system performs three main operations
namelyl) Hashing 2) Similarity Score Calculation / Fuzzy Matching and 3) Relevance
Percentage Calculation.

G. Hashing Algorithm:

In this module, the proposed system calculates the cryptographic hash of each file in the
secondary storage using a secure hashing algorithm such as SHA-256. This hash serves as a
unique identifier for the file and allows us to efficiently compare files for potential duplicates.
Calculating the hash, can quickly identify files with identical content or content that may be
similar. For large files, the proposed system performs chunking method to split the file into
smaller blocks.

H. Similarity Score Calculation/ Fuzzy Matching:

Once the proposed system calculated the hash for each file then it employ content similarity
metrics to quantify the resemblance between potential duplicate candidates. For text-based
files, similarity algorithms such as Levenshtein distance, Cosine Similarity or TF-IDF (Term
Frequency-Inverse Document Frequency) and Jaccard Index are used to determine the
similarity of two files. In this metrics it measures the similarity between two data objects
based on their content, enabling the system to assess the degree of similarity between files.

I. Relevance Percentage Calculation:

This threshold defines the minimum level of similarity required for files to be considered
duplicates. The duplication ratio is based on their similarity percentage; the proposed system
set a relevance threshold. Files with similarity percentages above the threshold are identified
as duplicates and targeted for removal during the deduplication process. The choice of
threshold depends on factors such as the desired level of deduplication and the sensitivity to
false positives.

A. Deduplication Module

Once the content similarity detection process in the proposed system identifies duplicates or
near-duplicates, the deduplication module is triggered by the smart contract. In the proposed
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system, the deduplication process operates at three levels, including 1) file-level, 2) block-
level and 3) Hybrid Level or Content Aware.

T
T I

mi ]

=4

Figure 3. Deduplication Removal Process of the Proposed System

B. File-Level Deduplication

In the file level, the proposed system compares entire files to check for exact matches and it
identifies duplicate files based on their content and stores only one copy of each unique file.
File-level deduplication is effective for scenarios where entire files are duplicated, such as
backups and archives. However, it requires significant processing power and may not be
suitable for large-scale environments with numerous small files.

C. Block-Level Deduplication

In the Block-level deduplication, the proposed system breaks the files into smaller fixed-size
or variable-size chunks or blocks, stores unique blocks, and uses pointers to reference
duplicate blocks across files. This method is more granular and efficient than file-level
deduplication, as it can detect duplication even within files with minor differences. Block-
level deduplication is commonly used in storage appliances and backup solutions to achieve
higher deduplication ratios and reduce storage overhead.

D. Content-Aware / Hybrid Level Deduplication

In the proposed system, the Content-aware deduplication process combines the aspects of
both file-level and block-level deduplication by analyzing the content of files and identifying
duplicate segments at a finer granularity. This approach is particularly effective for
deduplicating structured data, such as databases and virtual machine images, where identical
data may be scattered across multiple files or blocks. Content-aware deduplication requires
sophisticated algorithms and metadata management to maintain data integrity and ensure
efficient deduplication across diverse data types.
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Figure 4. Post Process of the Deduplication in the Proposed System
E. Version Control System (VCS) Integration in Hyper ledger Fabric

In the proposed system, Hyper ledger Fabric acts as the backbone of the Version Control
System for ensuring the integrity of each file version and deduplication event. The VCS
handles 1) File Versioning: Every change to a file is recorded as a new version on the
Blockchain, ensuring that no version is lost or overwritten. 2) Auditability: The Blockchain
ledger provides a transparent and immutable record of all file version changes. This audit trail
is crucial for enterprises requiring compliance with regulatory standards, as it shows exactly
when and how data was modified. 3) Access control is implemented through Membership
Services to protect sensitive data

IV. System Implementation

For the purpose of demonstration the proposed system is developed using Hyper ledger
Fabric Python SDK to build client applications that interact with the Blockchain network.
This Python SDK performs Invoke Chain code: Execute smart contracts (written in Java)
from a Python application. Query the ledger: Retrieve data from the Blockchain ledger using
Python. Handle Transactions: Submit and approve transactions programmatically using
Python.

A. Python-Based Implementation

For Client-side robust automation the proposed system utilizes Python scripts for interacting
with the Blockchain. The Integration part of the proposed system involves easy integration of
Fabric with Python and other Smart Contract/ Chain Code. In the proposed system the chain
cod coding is written in Java. Utilization of Python Libraries of the proposed system, The
implementation leverages Python programming language and its libraries such as hashlib for
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hashing and difflib. These libraries provide efficient and reliable methods for implementing
content similarity detection and deduplication algorithms.

B. Interactive User Interface

The implementation includes an interactive user interface that prompts the user to choose
whether to remove duplicate files. This user-friendly interface enhances the usability of the
system and allows for user input in the deduplication process.

C. Generated Outputs

The proposed system generates informative output messages that provide detailed insights
into the deduplication process. Identification of Duplication files in the proposed system is
presented in Figure 5.

# File Similarity Checker — [m] =

Check Filename Similarity
t/opl - Copy (2).png 100.00%
;fop1 - Copy - Copy - Copy (2} - Copy.png 96.88%

vYopl - Copy - Copy - Copy (2).png 96.88%

/opl - Copy - Copy - Copy.png 96.88%

/opl - Copy - Copy.png 96.88%

w/opl - Copy.png 100.00%
Joplrjpg 100.00%%
vopfel.jpg 100.00%
Jfoprrjpg 100.00%

000000000

Mew file detected D:/op1 - Copy (2).png.
The following files having similarity with cpl.png

Delete Selected Files
96

L1

Figure 5. Identification of Duplication Files

It illustrates the messages including the identification of duplicate files, the relevance
percentage between potential duplicates showing with percentage (the percentage shows how
similar), and the total number of duplicate files found in the dataset. Additionally, the system
prompts the user to choose whether to remove duplicate files or not. Based on the user input
the proposed system takes further actionfor enhancing user interaction and control over the
deduplication process.

D. Relevance Percentage Calculation

The output includes relevance percentages calculated between potential duplicate files,
indicating the degree of similarity between them. This information allows users to assess the
relevance of potential duplicates and make informed decisions regarding duplicate removal.
For example, files with high relevance percentages are likely to be near-duplicates and may
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warrant removal, while files with low relevance percentages may contain significant
differences and may be retained.

§ File Similarity Checker — [m] =
Check Filename Sirmilarity

©  D/CONTENT SIMILARITY DETECTION AMND DE-DUPLICATION FOR ENHAMNCED STORAGE - Co  100.00%
D:/REPORT copy.pdf 13.87%

& Di/movitContent-Based File Similarity Detector (2).ppte 59.42%

& Dv/movitContent-Based File Similarity Detector.pptc 59.42%

° D:/project CONTENT SIMILARITY DETECTION AND DE-DUPLICATION FOR ENHANCED STORA  100.00%
D:/project\REPORT copy.pdf 13.87%

& Di/project\projectFiles\newdocxx copy 2.docx 33.98%

© D:iproject\projectFiles\newdocxx copy.docx 33.98%
D:/project\projectFiles\newdox - Copy.docx 24.37%

Mew file detected D:/COMTENT SIMILARITY DETECTION AND DE-DUPLICATION FOR ENHANCED STORAGE - Copy.ppix.
The following files having similarity with CONTEMNT SIMILARITY DETECTION AND DE-DUPLICATION FOR ENHANCED STORAGE.pptx

Delete Selected Files

33

L1

Figure 6. Deduplication Relevance Percentage Calculation
V. Results and Discussion

The results of the proposed Blockchain-Powered Version Control System for Efficient
Storage Management demonstrate significant improvements in storage efficiency,
throughput, and overall resource utilization. By integrating content similarity detection and
deduplication with Blockchain-Hyperledger Fabric, the system optimizes storage usage by
eliminating redundant data while maintaining high security and traceability. This approach
ensures both space savings and data integrity, which are crucial in modern data management
systems.

A. Storage Efficiency Gains

The system's performance was tested using a standard system and their storage containing a
large number of redundant and similar files. The key metrics evaluated include: Storage
Space Saved: A significant reduction in storage requirements was observed, with up to 60%
savings for datasets containing numerous duplicates. Reduction in Redundancy: Files with
a similarity score of 90% or higher were successfully deduplicated, contributing to improved
storage optimization.

B. Blockchain Performance

The use of Hyperledger Fabric ensured that all data operations were securely logged,
providing full traceability of file versions and deduplication events. The system achieved
high throughput, with low latency for similarity detection and deduplication, making it
suitable for real-time applications.
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Figure 7. Blockchain Throughput vs Data Size

Figure 7 shows the relationship between data size (in gigabytes) and blockchain throughput
(transactions per second), where throughput decreases as data size increases.

C. Resource Utilization

In terms of resource usage, the system exhibited efficient utilization of CPU and memory,
with average CPU utilization hovering around 60-70% during peak deduplication processes.
Memory usage remained stable, around 65%, even for larger data sets. Disk space usage
showed the most noticeable improvement, with the deduplication mechanism cutting storage
is more than half in many cases. This balance between CPU, memory, and disk usage
highlights the system's ability to handle large-scale deduplication tasks without
overwhelming hardware resources.

D. Latency
In the proposed system the time taken to analyze different data sizes

o Data (1-10 GB): Average latency of 0.5 seconds per transaction.
o Data (10-50 GB): Average latency of 1 second per transaction.
o Data (50-100 GB): Average latency of 2 seconds per transaction.

V1. Performance Evaluation

To evaluate the performance of the proposed system the quantitative measure storage
efficiency is measured with respect to metrics such as storage space reduction, deduplication
ratio, space savings, average chunk size, deduplication efficiency, deduplication throughput

and resource utilization. The Quantitative measure for storage efficiency is presented in Table
1.
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Table 1. Quantitative Measures for Storage Efficiency

Metric Calculation Utilization
Storage Space | ((Original Size - Deduplicated Size) / Original | ((1 TB -500 GB)/ 1 TB) x
Reduction Size) x 100% 100% = 50%
Deduplication | (Unique Data Size / Total Data Processed) x (1 TB/2TB)x 100% =
Ratio 100% 50%

Space Savings | Original Size - Deduplicated Size 1 TB - 500 GB =500 GB
Average Total Size of Unique Data / Number of Unique | 500 GB / 1000 chunks =
Chunk Size Chunks 500 MB/chunk
Deduplicati . .

© u.p IO Time taken to complete deduplication tasks 10 hours
Efficiency
Deduplication ) 2 TB /10 hours =200

Data P d/T

Throughput ata rocesse e GB/hour
Resource CPU, Memory, Network Bandwidth usage CPU utilization: 60%,
Utilization during deduplication operations Memory utilization: 70%,

Table 1. Listed the quantitative measures and their comprehensive overview of the storage
efficiency achieved through deduplication, enabling organizations to evaluate the
effectiveness of the deduplication system and identify areas for improvement.

A. Storage Space Reduction

For experimentation, the proposed system considers an original dataset of size 1 TB. The
proposed system processed the I TB storage and applying the deduplication process then the
dataset is reduced to 500 GB, the storage space reduced to 50%. The deduplication ratio for
the given data set of size I TB is 50%. The process of storage space reduction, deduplication
ratio, average chunk size, deduplication throughput, deduplication efficiency and resource
utilization for the sample data of 1 TB of the proposed system is presented in table 2.

Table 2. Storage Space Reduction achieving deduplication

Metric Calculation Storage
Original Data External Storage 1 TB
Deduplicated Data External Storage 500 GB

t
Storage SPACe | ) iginal Size - Deduplicated Size) | 1 TB - 500 GB = 500 GB
Reduction
Deduplication (Deduplicated Size / Original Size) | 500 GB/1TB =0.5
Efficiency Ratio P & '
Space Savings (Original Size - Deduplicated Size) 1 TB - 500 GB =500 GB
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These metrics focus on quantifying the reduction in storage space achieved through
deduplication, providing valuable insights into the efficiency of the deduplication process in
terms of storage optimization.

B. Deduplication Ratio

Calculating the deduplication ratio, which represents the ratio of unique data stored to the
total data processed. It is typically expressed as a percentage. In the proposed system, the
total data processed was 2 TB and after deduplication, only 1 TB of unique data remains, the
deduplication ratio would be 50%.1t represents the ratio of the deduplicated data size to the
total data processed, indicating how efficiently the deduplication process has reduced
redundancy in the dataset.

The formula for calculating the Deduplication Efficiency Ratio is:

o Deduplicated Data Size: The size of the data after deduplication, which includes only
unique data blocks or files.

e Total Data Processed: The total size of the data processed by the deduplication
system, including both unique and duplicate data blocks or files.

Deduplication Efficiency Ratio=(Deduplicated Data Size/Total Data Processed)x100%

The Deduplication Efficiency Ratio is expressed as a percentage, with higher values
indicating a more efficient deduplication process. A higher ratio signifies that a larger
proportion of the total data processed consists of unique data, resulting in greater storage
savings and improved storage efficiency. In the proposed system the deduplication processes
a total of 2 terabytes (TB) of data, out of which 1.5 TB are identified as duplicate and
eliminated through deduplication. The size of the deduplicated data is 0.5 TB.

Deduplication Efficiency Ratio=(0.5 TB 2 TB)*x100%=25%
Deduplication Efficiency Ratio=(2TB 0.5TB)*x100%=25%

In the proposed system, the Deduplication Efficiency Ratio is 25%, indicating that 25% of the
total data processed consists of unique data after deduplication. This implies that the
deduplication process effectively reduced redundancy and optimized storage efficiency by
eliminating duplicate data.

C. Space Savings

Measuring the total space saved through deduplication in absolute terms. This can be
calculated as the difference between the original dataset size and the size of the deduplicated
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dataset. In the proposed system, the original dataset size was 1 TB and the size of the
deduplicated dataset is 500 GB, the space savings would be 500 GB.

D. Deduplication Throughput

Assessing the throughput of the proposed deduplication system, the rate at which data can be
deduplicated. This is measured in terms of data processed per unit time ( GB/hour).The
throughput of the deduplication system refers to the rate at which the data ids processed and
deduplicated within the proposed system with a given time frame. Calculation of throughput
with the given data:

Throughput = Data Processed / Time Taken

In the proposed deduplication system considers a total of 2 TB of data and completed the
deduplication process in 10 hours.

Throughput =2 TB /10 hours = 0.2 TB/hour

The throughput of the deduplication system for the above is 0.2 TB/hour ,the proposed
system can exactly process and deduplicate approximately 0.2 terabytes of data in one hour.

E. Resource Utilization

The proposed system monitors the utilization of system resources such as CPU, memory, and
network bandwidth during deduplication operations. Ensure that resource utilization remains
within acceptable limits to maintain system performance and efficiency.

F. CPU Utilization

The proposed system measures the CPU utilization by calculating the Total CPU time — Total
time elapsed during the monitoring period and Idle CPU time - Time the CPU spent idle
during the monitoring period.

Table 3. CPU Utilization

CPU Utilization (%) = (Total CPU Time - Idle CPU Time) / Total CPU Time * 100%

Total CPU Time 3600 seconds ( per hour )
Idle CPU Time 600 seconds ( 10 minutes )
CPU Utilization 83.33%

G. Memory Utilization:
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In the proposed system used memory is calculated by the amount of memory (RAM)
currently in use by the system or application. Where the total memory is the amount of
memory (RAM) available on the system.

Table.4 Memory Utilization

Memory Utilization (%) = (Used Memory / Total Memory) * 100%

Used Memory (UM) 6 GB
Total Memory (TM) 8 GB
Memory Utilization 75%

H. Disk Space Utilization

In experimentation, the proposed system considers 500GB of total space in that
200GB of used space. Used Disk Space is the amount of storage space used by the
system for storing data, logs, temporary files, etc.

Table.5 Disk Space Utilization

Disk Space Utilization (%) = (Used Disk Space / Total Disk Space) * 100%

Used Disk Space 200 GB
Total Disk Space 500 GB
Disk Space Utilization 40%

Resource Utilization
90
20
.70
£ 60
_g 50
g 40
% 30
= 20
10
0
CPU Utilization Memory DiskSpace
Utlizatiopn Utilization

Figure 8. Resource Utilization (CPU, Memory and DiskSpace)
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The figure 8 Resource Utilization shows the utilization percentage of CPU, memory, and disk
space in the blockchain-based content similarity detection and deduplication system. These
calculations provide insights into the percentage of CPU, memory, and disk space resources
being utilized by the blockchain-based content similarity detection and deduplication system.
Monitoring resource utilization helps ensure efficient system performance and identify
potential resource constraints or bottlenecks.

Table 6. Resource Utilization based on CPU and Memory

Monitoring and Optimization

Resource Description ]
Strategies

CPU Utilization | Percentage of time the CPU | Monitor CPU usage in real-time -

spends executing tasks Set thresholds for acceptable CPU
utilization -  Optimize  task
scheduling and processing
Memory Amount of memory (RAM) | Monitor memory usage in real-time
Utilization consumed by the system or |- Set thresholds for acceptable
application memory utilization - Identify and
resolve memory leaks
Disk Space | Amount of storage space used by | Monitor disk space usage in real-
Utilization the system for storing data, logs, | time - Set thresholds for acceptable
temporary files, etc. disk space utilization - Implement
data retention policies to manage
disk usage

In the above quantitative metrics, organizations can assess the effectiveness of the
Blockchain-based deduplication system in enhancing storage efficiency and optimizing
resource utilization. These measures provide valuable insights into the system's performance
and help identify areas for improvement or optimization. The integration of content similarity
detection and deduplication mechanisms optimizes storage space, reducing the amount of
duplicate data stored.

A comparison between traditional version control systems (VCS) and the proposed
Blockchain-based VCS demonstrated that our system was 50% more efficient in storage
space utilization. Furthermore, the deduplication latency was reduced by 20% due to the use
of optimized chunking mechanisms. The introduction of Blockchain technology into the VCS
framework brings Immutability, Transparency, Security, and Storage Efficiency.
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VII. Conclusion

The proposed Blockchain-Driven Content Similarity Detection and Deduplication System
demonstrate the effectiveness of integrating Blockchain with storage optimization techniques.
By leveraging Hyper ledger Fabric, the system ensures secure, transparent, and efficient
management of redundant data. Content similarity detection and deduplication techniques
offer effective strategies for enhancing storage efficiency by identifying and eliminating
redundant data. The proposed system, incorporating relevance percentage calculation,
provides a robust solution for optimizing storage resources. Data deduplication is indeed a
crucial tool for organizations seeking to optimize their storage resources, improve data
quality, and bolster security measures. In deduplication the data security is ensured through
Blockchain Hyper ledger Fabric. One of the most significant advantages of data
deduplication is its ability to reduce storage requirements, leading to cost saving. Data
deduplication offers multifaceted benefits to organizations, including cost savings, improved
data quality, and enhanced security. The experimental results highlight the system's ability to
reduce storage space up to 60% and ensure data integrity through Blockchain immutable
ledger. Future work will focus on further optimizing the content similarity detection
algorithms and expanding the system’s scalability for even larger datasets.
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